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Abstract

Post-quantum proof systems are usually discussed in terms of proof size and verifier cost, but for privacy ap-
plications the binding constraint is the prover, and the prover runs on the end user’s own device. We present
Espalier, a succinct argument over the cyclotomic ring R = Z[X]/(Xd+1) whose soundness rests on Module-SIS
and which is designed for client-side proving on commodity mobile hardware. Espalier combines two techniques.
Cordon reduction controls witness norms by splitting the witness into balanced strata and proving a single aggre-
gated bound over a shared Johnson–Lindenstrauss projection, so that norm slack accumulates additively rather
than multiplicatively in the depth of a recursion. Lateral amortization batches many instances of a circuit under
one shared commitment through a random linear combination over Rq, so that proving k instances costs one
full argument plus O(k) commitment work. On an internal prototype, a 220-constraint shielded-transfer circuit
proves in 1.9 s with 640MB of peak prover memory on an A17-class mobile system-on-chip, yielding a 28KB
proof that verifies on-chain for approximately 310k gas. These figures are from our own prototype and have not
been independently reproduced; no implementation is public at the time of writing, and full security proofs are
deferred to the extended version.

1 Introduction
The migration of privacy-preserving systems on public
ledgers to post-quantum assumptions is usually framed
as a question about the verifier. Pairing-based ar-
guments produce proofs of a few hundred bytes that
a smart contract can check cheaply, and any post-
quantum replacement is expected to give up some of
that compactness. This framing understates the prob-
lem. In a shielded payment system the proof is gen-
erated by the party spending the funds, on whatever
device that party happens to own, because generating
it anywhere else would disclose the witness. The cost
that actually determines whether such a system is us-
able is therefore the prover’s wall-clock time and peak
memory on a phone, not the verifier’s gas.

That cost is not incidental. Hash-based arguments
over FRI achieve transparency and plausible post-
quantum soundness, but their provers are memory-
hungry: the prover materializes large evaluation do-
mains and performs many rounds of Merkle commit-
ment, and peak working set grows quickly with circuit
size. Lattice-based arguments are attractive here for
a structural reason. The dominant prover operation is
negacyclic polynomial multiplication in Rq, which re-
duces to the number-theoretic transform, and the NTT
is a well-understood target for the SIMD units present
on mobile processors. The obstacle is not arithmetic

throughput. It is norm growth.
Every lattice argument must prove that a commit-

ted witness is short. Composing such arguments, which
is what recursion requires, forces each level to prove a
bound on a witness that already carries the slack intro-
duced by the level beneath it. In the constructions we
are aware of, that slack compounds: each level multi-
plies the bound by a factor determined by the challenge
set and the extraction strategy, so the modulus q must
be chosen large enough to accommodate the product
across all levels. A larger q means larger ring elements,
larger commitments, and a heavier prover, which is pre-
cisely the resource we are trying to conserve. Recur-
sion depth is thus purchased directly out of the mobile
prover’s budget.

1.1 Contributions
This preprint describes Espalier, an argument system
that addresses norm growth directly rather than absorb-
ing it into parameters.

• Cordon reduction (Section 3), a norm-control
technique. Rather than decomposing a witness
into digits and proving a separate bound for each,
we partition it into balanced strata, which we call
cordons, and prove one aggregated bound over a
shared random projection. Lemma 2 states that
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the resulting slack is additive in the number of com-
position levels.

• Lateral amortization (Section 4), a batching
technique for many instances of a single circuit. In-
stances are folded into one aggregate witness by a
random linear combination over Rq under a shared
commitment, so that the marginal cost of an addi-
tional instance is one commitment rather than one
argument.

• The Espalier argument (Section 5), which composes
the two, and a recursive variant with a pairing-free
on-chain verifier (Section 6).

• An evaluation on an internal prototype (Section 7),
reporting prover time, peak memory, proof size and
verification cost for circuit sizes from 214 to 222 con-
straints.

We state security properties and give proof sketches.
Complete proofs, and the knowledge extractor for the
recursive composition in particular, are deferred to the
extended version; Section 9 is explicit about what has
and has not been established.

2 Preliminaries
2.1 Rings and norms
Let d be a power of two and let R = Z[X]/(Xd + 1) be
the ring of integers of the 2d-th cyclotomic field. For a
modulus q we write Rq = R/qR. Throughout we take
d = 64 and q a prime of approximately 64 bits satisfying
q ≡ 1 (mod 2d), so that Xd+1 splits completely modulo
q and multiplication in Rq is computed by a length-d
NTT.

An element a =
∑

i<d aiX
i ∈ R is identified with its

coefficient vector, and we use the Euclidean norm ∥a∥
and the infinity norm ∥a∥∞ of that vector. For vectors
overR the norms are taken over the concatenation of co-
efficients. We write ∥a∥∞ ≤ β to mean every coefficient
lies in [−β, β].

2.2 Module-SIS
Definition 1 (Module-SIS). For parameters κ,m, q, β,
the MSISκ,m,q,β problem asks, given A←Rκ×m

q chosen
uniformly, to find a nonzero z ∈ Rm

q with Az = 0 and
∥z∥ ≤ β.

All binding properties below reduce to MSIS. We
use commitments in the style of Ajtai [1] as adapted
to modules by Baum et al. [3]: a commitment key is
a uniform A ∈ Rκ×m

q and the commitment to a short
s ∈ Rm

q is com(s) = As. Binding holds for openings of
norm at most β under MSISκ,m,q,2β ; hiding is obtained
in the usual way by appending a randomness block.

2.3 Challenge space and rejection sam-
pling

Let C ⊂ R be the set of elements with coefficients in
{−1, 0, 1} and Hamming weight exactly τ . We require
that differences of distinct challenges be invertible in
Rq, which holds for our splitting parameters when τ
is chosen so that 2τ < d. We write C∗ = {c − c′ :
c ̸= c′ ∈ C} for the set of challenge differences, and
γ = maxc∈C∗∥c∥∞.

Responses are masked and rejection sampled follow-
ing Lyubashevsky [2], so that the distribution of a re-
sponse is independent of the witness. We suppress the
rejection-sampling parameters below; they affect con-
stants and expected repetition counts, not the structure
of the argument.

2.4 Projected norm checks
We use a projection technique for proving norm bounds
in aggregate. Let Π ∈ {−1, 0, 1}256×N have entries
drawn independently with Pr[±1] = 1/4 and Pr[0] =
1/2. For a vector v ∈ ZN , the quantity ∥Πv∥ concen-
trates around

√
128 ∥v∥, and a verifier who learns Πv

and checks ∥Πv∥ ≤
√
128β ·η for a slack factor η rejects,

except with negligible probability, any v with ∥v∥ sub-
stantially larger than β. The technique is standard in
recent lattice arguments and is used by LaBRADOR [4].
What is new here is not the projection but how many
bounds it is asked to certify at once, which is the subject
of the next section.

3 Cordon Reduction
3.1 The problem
Consider proving that a committed witness s ∈ Rm

q

is short, in a setting where the argument will itself be
proved by another instance of the same argument. The
conventional route is gadget decomposition. Fix a radix
B and write

s =

b−1∑
i=0

Bisi, ∥si∥∞ ≤ B/2, (1)

with b = ⌈logB(2∥s∥∞)⌉. Each stratum si is committed
and each carries its own norm proof. Two costs follow.
First, the witness the prover must handle grows by a
factor of b. Second, and more damaging, each norm
proof is only sound up to a slack factor. When the
argument is composed, the bound proved at level ℓ be-
comes the bound assumed at level ℓ + 1, and the slack
factors multiply. Writing η for the per-level slack, the
effective bound after L levels is βηL, and q must be
chosen so that βηL ≪ q. Since prover cost grows with
log q through the size of ring elements, recursion depth
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is paid for in prover time at every level, including the
levels that do not need it.

3.2 Cordons
Cordon reduction changes what is proved rather than
how it is proved. Instead of b independent bounds, we
prove one bound on a single derived vector, and sep-
arately prove that the strata are consistent with the
witness.

Partition the index set of the decomposition (1) into
b strata as before, and call each stratum a cordon. Let
s̄ = (s0∥s1∥ · · · ∥sb−1) denote the concatenation of all
cordons, a vector of dimension N = bmd over Z. The
prover commits once to s̄, and the argument proves the
two statements

(C1) aggregate shortness: ∥s̄∥ ≤ βagg, and

(C2) recomposition:
∑

i B
isi = s for the s committed at

the level above,

where (C1) is discharged by a single projected norm
check with a shared Π ∈ {−1, 0, 1}256×N , and (C2) by a
random linear combination overRq: the verifier samples
c← C and the prover opens ⟨c(0), . . . , c(b−1)⟩ against the
recomposition identity, where c(i) denotes the i-th power
of c.

The point is that (C1) is one bound over the whole
concatenation. A cheating prover who inflates one cor-
don must keep the aggregate norm within the single
global bound, so inflation in one stratum must be paid
for by deflation in another, and the recomposition check
(C2) prevents that trade from producing a valid witness.
The per-level slack is therefore incurred once, on βagg,
rather than once per stratum.

3.3 Slack accumulation
Balancing the cordons matters. If the strata have wildly
different norms, the aggregate bound is dominated by
the largest and the check says little about the rest. We
therefore choose B so that the expected norms of the
strata are within a constant factor of one another, which
for witnesses arising from R1CS-style constraint sys-
tems is achieved by B ≈ 216 at our parameters. We
refer to this choice as balancing the cordons, and it is
what the name is meant to evoke: the strata are trained
to a common height so that a single measurement char-
acterizes all of them.

Lemma 2 (Additive slack). Let η be the slack factor of
a single projected norm check at the stated projection di-
mension, and suppose the cordons are balanced to within
a constant factor ρ. Then the bound established after L
levels of composition is β · η · (1+Lργ

√
τ), rather than

β · ηL.

Proof sketch. The slack of a projected check enters mul-
tiplicatively only through the projection itself, which is
applied once per level to the aggregate. The remain-
ing growth comes from the recomposition check, where
the extractor multiplies by a challenge difference and
incurs an additive term bounded by ρ γ

√
τ β per level.

Summing the additive terms over L levels and applying
the single multiplicative factor η gives the stated bound.
The full argument requires care in the extractor, which
must rewind on the recomposition challenge without re-
extracting the projection, and is given in the extended
version.

The practical consequence is the one we care about: q
is chosen for the deepest recursion we intend to support,
and that choice costs logL bits rather than L log η bits.
At L = 3, which is the depth used in Section 7, this is
the difference between a 64-bit modulus and one that
would not fit in a machine word.

4 Lateral Amortization
Shielded payment systems prove many instances of one
circuit. A wallet that has received several notes proves
one spend per note; a sequencer aggregating user proofs
handles many instances of an identical statement. Treat-
ing these independently wastes the structure.

Let k instances of a circuit have witnesses
s(1), . . . , s(k) ∈ Rm

q , each satisfying the same constraint
system with distinct public inputs. We call these the lat-
erals of the batch. The prover commits to each lateral,
the verifier samples c1, . . . , ck ← C, and both parties
form the aggregate

s∗ =

k∑
j=1

cj s
(j), com(s∗) =

k∑
j=1

cj com(s(j)), (2)

using linearity of the commitment. The argument
then runs once, on s∗, with cordon reduction applied to
the aggregate.

Lemma 3 (Batch soundness). If the aggregate ar-
gument accepts with probability greater than k/|C| +
negl(λ), then there is an extractor that recovers wit-
nesses for all k instances, each of norm at most
β · γ ·

√
τ · k.

Proof sketch. Standard k-special-soundness over the
challenge vector. Rewinding on k linearly independent
challenge tuples yields a Vandermonde system over Rq

whose inverse has entries bounded by challenge differ-
ences; invertibility of those differences is guaranteed by
the choice of C in Section 2. The norm growth is the
usual cost of inverting that system. Details in the ex-
tended version.
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The linear growth of the extracted norm in k bounds
useful batch sizes, and in practice we cap k at 64 and re-
curse over batches beyond that point. The prover cost
of an additional lateral is one commitment, which is
κm NTT-domain multiplications, and not a further ar-
gument.

5 The Espalier Argument
Composing the two techniques gives the argument we
call Espalier. We describe it for a rank-1 constraint
system with n constraints over Zq, embedded into Rq

by packing d constraint slots per ring element.

Setup. Sample the commitment key A←Rκ×m
q . The

setup is transparent: A is derived from a public seed
by an extendable output function, and no party holds
trapdoor information. There is no ceremony and no
toxic waste.

Commit. The prover packs the witness into s ∈ Rm
q ,

splits it into balanced cordons s̄, and sends com(s̄). For
a batch of k laterals this is done per lateral and aggre-
gated as in (2).

Constraint check. The verifier samples a challenge
and the prover responds with a masked linear combi-
nation of the constraint polynomials evaluated at the
challenge, rejection sampled so that the response dis-
tribution is witness-independent. This is the standard
structure and we do not modify it.

Norm check. The verifier samples the projection Π
and the prover sends Πs̄, which the verifier checks
against βagg as described in Section 3, together with
the recomposition opening.

Output. The transcript is made non-interactive by
the Fiat–Shamir transform in the random oracle model.

Proposition 4 (Security, informal). Espalier is com-
plete; it is knowledge sound under MSISκ,m,q,β′ for β′

as given by Lemmas 2 and 3; and it is honest-verifier
zero-knowledge given the rejection sampling of Section 2.

We state Proposition 4 informally on purpose. Com-
pleteness and zero-knowledge follow the established pat-
tern and we regard them as settled. Knowledge sound-
ness for the interactive argument follows from Lemmas 2
and 3, whose full proofs are deferred. Knowledge sound-
ness of the Fiat–Shamir-transformed recursive composi-
tion is the part we consider open, and we return to it in
Section 9.
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Figure 1: Proof size against recursion depth for a 220-
constraint statement. Depth 3 is the operating point
used throughout.

6 Recursive Composition and
On-Chain Verification

A single Espalier proof of a 220-constraint statement is
roughly 191KB, which is too large to post on a pub-
lic ledger at acceptable cost. We therefore verify Es-
palier inside Espalier. The verifier circuit is dominated
by the NTT-domain multiplications of the commitment
check and the projected norm check, both of which are
arithmetic-friendly in the same ring, so the recursion
does not cross a field boundary and no wrapper in a for-
eign proof system is required. This is a deliberate depar-
ture from the common practice of wrapping a transpar-
ent argument in a pairing-based SNARK to shrink the
on-chain proof, which reintroduces the pairing assump-
tion and with it the quantum exposure the construction
was chosen to avoid.

Figure 1 reports proof size against recursion depth.
Size falls steeply for the first two levels and then flattens,
since the recursive verifier circuit has a fixed cost that
eventually dominates. We use depth 3, at 28KB, as the
operating point: depth 4 saves under half a kilobyte and
costs a further proving pass.

The on-chain verifier checks one commitment relation
and one projected norm bound over Rq. It requires no
pairing and no elliptic-curve arithmetic, only modular
arithmetic and hashing, and it costs approximately 310k
gas at our parameters, of which the majority is calldata
for the proof itself.

7 Implementation and Evalua-
tion

7.1 Prototype
We implemented Espalier as a research prototype in
Rust. The NTT is hand-vectorized for 64-bit SIMD
lanes, commitments are computed in the NTT domain
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Quantity Value

Constraints 220

Prover time 1.9 s
Peak prover memory 640 MB
Proof size (depth 3) 28 KB
On-chain verification ≈ 310k gas
Setup transparent
Assumption Module-SIS

Table 1: Espalier at the operating point, on a shielded-
transfer circuit. Figures are from our prototype and are
not independently reproduced.

to avoid redundant transforms, and the cordon decom-
position is fused into the packing pass so that the wit-
ness is traversed once. The prototype is not constant-
time, has not been audited, and is not public; see Sec-
tion 9.

7.2 Platform
Measurements were taken on an A17-class mobile
system-on-chip with six cores and NEON vector units,
at a fixed thermal state, with the prover restricted to
four cores to leave headroom for a foreground applica-
tion. This is intended to approximate the conditions
under which a wallet would actually generate a proof,
rather than a best case. We report medians over 50
runs.

7.3 Results
Table 1 gives the headline figures. A 220-constraint
shielded-transfer circuit proves in 1.9 s with 640MB of
peak prover memory, producing a 28KB proof verifiable
on-chain for approximately 310k gas.

Figure 2 plots prover time against constraint count
from 214 to 222. The curve is close to linear in the log-
log plane with slope slightly above one, consistent with
O(n log n) behaviour dominated by the NTT. Figure 3
plots peak prover memory over the same range; memory
is the constraint that bites first on a mobile device, and
at 222 the prototype exceeds what we would consider
safe for a foreground application, which sets a practical
ceiling on single-instance circuit size and is part of the
motivation for lateral amortization.

7.4 Batching
Lateral amortization was measured on batches of iden-
tical shielded-transfer circuits. At k = 16 the per-
instance prover time falls to 0.21 s, against 1.9 s for a sin-
gle instance, and the proof remains one proof of 28KB.
Beyond k = 64 the norm growth of Lemma 3 forces
a larger βagg and the per-instance gain flattens, so we
recurse over batches instead.
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Figure 2: Prover wall-clock time against constraint
count, four cores, A17-class SoC.
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Figure 3: Peak prover memory against constraint count.
Memory, not time, is the binding constraint on mobile.

7.5 Comparison
Table 2 places Espalier against widely deployed alterna-
tives on the structural axes: setup model, hardness as-
sumption, post-quantum status, and typical proof size.
We deliberately do not report prover timings for the
other systems. We did not benchmark them on our plat-
form, and quoting figures measured elsewhere, on differ-
ent hardware and different circuits, would not be a com-
parison. The proof-size column gives the ranges com-
monly reported for privacy-application circuits rather
than measurements of ours.

8 Related Work
Ajtai [1] introduced the hash function whose collision
resistance is the ancestor of the commitments used
here, and Baum et al. [3] gave the module variant with
the additive homomorphism that lateral amortization
relies on. Lyubashevsky [2] introduced the rejection-
sampling technique that makes lattice responses simu-
latable, which every subsequent construction in this line
uses.

LaBRADOR [4] gives compact proofs for R1CS from
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System Setup PQ Proof size

Groth16 trusted, per circuit no ∼200 B
PLONK/KZG trusted, universal no ∼400 B
PLONK/IPA transparent no ∼1 KB
STARK/FRI transparent yes 50–200 KB
Espalier transparent yes 28 KB

Table 2: Structural comparison. Proof sizes for sys-
tems other than Espalier are the ranges commonly re-
ported for privacy-application circuits, not measure-
ments taken by us. Prover timings are omitted delib-
erately; see text.

Module-SIS and is the closest point of comparison for
our commitment layer and our use of projected norm
checks. Greyhound [5] gives fast polynomial commit-
ments from lattices, and addresses a different layer of
the stack than the one described here. LatticeFold [6]
approaches succinctness through folding over lattices;
folding and the composition used here both face the
norm-growth problem, and cordon reduction is our an-
swer to it. We regard a careful comparison against
folding-based composition as the most important piece
of work not present in this preprint.

Outside the lattice setting, FRI [8] underpins the
hash-based systems that are the other transparent post-
quantum option, and work on towers of binary fields [9]
attacks prover cost by changing the field rather than the
assumption. Groth16 [7] remains the reference point for
on-chain verification cost, and is not post-quantum.

9 Limitations and Future Work
We want to be plain about the status of this document.

There is no public implementation. The proto-
type described in Section 7 is internal. It is not open
source at the time of writing, it has not been audited,
and it is not constant-time. Nothing here should be
deployed.

The numbers are ours. Every figure in Section 7
was measured by us, on our prototype, on our hard-
ware. None has been independently reproduced. Read-
ers should treat them as an indication of what the con-
struction might achieve rather than as an established
result, and we would not object to being told they are
optimistic.

The proofs are not here. Lemmas 2 and 3 are
stated with sketches. The knowledge extractor for the
recursive composition under Fiat–Shamir is the weak-
est point of the present draft: the interactive argument

composes cleanly, but the standard subtleties of extract-
ing through a Fiat–Shamir-transformed recursion apply
here as elsewhere, and we do not claim to have resolved
them. The extended version will either give the extrac-
tor or say clearly what it costs.

Parameters are provisional. The choice d = 64
with a 64-bit modulus was made for machine-word arith-
metic rather than by optimizing concrete security, and
we have not run a lattice estimator against the final pa-
rameter set. The security level we are targeting is 128
bits classical, and we do not currently claim to have
verified it.

What we intend to do next. Complete the extrac-
tion argument; run a concrete security analysis and fix
parameters; compare against folding-based composition
on equal terms; and release an implementation.
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